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Few still doubt that the Tinner family &witzerland has worked for the Central Intelligence Agency (CIA) in
helping to shut down the A.Q. Khan network. Yet, many details about their cooperation are unknown or are
debated.

The CIA has refused to comment on its relationship with the Tinerg.public revelations by the Tinners or
their lawyers are suspect because they are seen as partial, exaggerated, or embellished in order to fend off
Swiss prosecutors. The Tinners are being investigated over whether they committed criminal violations of
Swiss antproliferation and money laundering laws. In those investigations, the more the Tinners can portray
themselves as heroes, they assume, the better their chances are of avoiding or ultimately beating charges
against them.

The best evidence spprts that in June 2003, Friedrich, the family patriarch, and his two sons, Marco and Urs,
became informants or contractors for the CIA in its effort to expose the Khan network. For about one year, the
Tinners provided a valuable service to the CIA andived millions of dollars in compensation.

Open source information contains claims implying that Urs was a paid CIA informant beginning in about 2000.
However, these claims should be treated with caution. In media reports, Urs has admitted to being

approached by the CIA, although he has declined to state when it happgehevever, he told International

Atomic Energy Agency (IAEA) officials that he started helping the CIA in 2000. Unnamed former U.S.

intelligence officials have made such statemestii KS YSRAI X | f §K2dAK GKS &SI NJ
varies from about 1999 to 2001. In the criminal investigation in Switzerland, however, evidence about an

earlier recruitment is lacking and some of it contradicts such an earlierdaaetby Urs.Since the source for

'NEQ OfFAY Ad SAGKSNI KAYaStT 2Nl dzyyl YSR AyGaSttAaSy
about a startdate of 2000 requires confirmation. A firm conclusion must await more objective information.

Thedate@ al NOD2 FyR CNASRNAROKQ& NBONHAGYSyd A& Of SI NBN.
significant work for the CIA much earlier than June 2003.
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2010. It is necessarily preliminary since so much remains unknowr@2wiF A NY¥ SR ' 62dzi GKS ¢

relationship with the CIA.
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Urs Tinner is often mentioned in books and media reports as a critical spy located in Dubai who was recruited

by the CIA in about 2000. Whether he became aa€$&t at this time remains unconfirmed. There has not

been evidence of an earlier recruitment uncovered by a Swiss-yadti investigation of the Tinnefsln fact,

0KS {¢6Arda Ay@SadAalridArzya NRAzZiAYySt e ASRNKXOKDAZH hy®R lai
F2NXIE NBflIOGA2YyAKAL gAGK GKS /L! ® hyS Ay@SadaAaal az2i
or two, and is now focused more on a June 2003 date.

The CIA and M3 might have had another source inside the Khatwoek, although Urs may have indeed

LINE GARSR AYLERNIIFIY(G AYF2NXIGA2Y D I ' d{d 2FFAOALE &
said that a friend of Urs in Dubai was recruited at about the same time, perhaps earlier. Urs may have
unknowingly or begrudgingly provided critical information about the network to this friend or to CIA agents

who approached him.
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Urs was lonely and often frequented the same biatde had left Switzerland depressed over his recent
RAG2NODST AyOf dzZRAY 3 4 KI (renfafl visiatibnfriGhiR. Hé disdlhady disagre2n@BtdNI K A a
with local Swiss tax authorities over money they claimed he owed.

In the version where Urs was recruited by the CIA in 2000, a CIA agent reportedly approached him in Dubai.

This agent, the storyags, relied on a simple, welSE 1 SR YS(i K2 R® .FASR 2y GKS &
former CIA employee involved in the case, the CIA agent reportedly threatened Urs with possible legal trouble

in France for a crime he had allegedly committed eafli€his threat was evidently enough to convince Urs to
become at least a reluctant, perhaps uncooperative, source. Urs likely believed that the CIA agent could turn
AYONARYAYIlIGAYy3 SOARSYOS 2@SNI (2 | dzii K2 NAtheAlCBdnghisO2 Y LI2 dz
version is difficult to determine, although no reports claim it was fulsome.

Swiss investigators did not find any confirmatory evidence about the earlier approach to Urs in documentation
assembled as part of their effort to determine wher to charge the Tinners with violating Swiss anti

proliferation laws. This information included encrypted electronic communications between the Tinners and
the CIA found by Swiss investigators in the large electronic collection that investigatocsfemizehe

Tinners. After much effort, Swiss authorities managed to decrypt thesaiecommunications between the

CIA and the Tinners, but none of the emails showed an earlier recruitment.

That a CIA agent could approach Urs and obtain information friomis supported by more recent revelations.

L FASR 2y ! NEQ AYGSNI OGA2ya sAGK GKS YSRAF FyR { 6A&:
willing and eager to talk about himself and his activities. One knowledgeable source with experience

interviewing Urs said that Tinner could easily be tricked and might reveal information without meaning to do

% Interviews with Swiss officials with detailed knowledge of the Tinner case, August 2010.

® Interview with Swiss officials with detailed knowledge of the Tinner case, August 2010.

* Confidential source knowledgeable about the Tinner case, August 20, 2008.

®> SF DOKop. cit.

6 Douglas Frantz and Catherine Collifise Nuclear JihadiiNew York: Twek Hachette Book Group, 2007). According to
Doug Frantz in the January 22, 2009 Swiss television profeamps PresentJrs Tinner was not very cooperative. He did

not throw himself into the arms of the CIA agent, but rather it was a courtship, and tigpesasuch as these take time to
become successful. It is necessary to establish a level of trust to be able to manipulate the person a CIA agenbis trying t
recruit. (translated from French).
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so. While questioning both Urs and Marco, a witness to these conversations reported that Urs talked over and
down to his quieter brother Marco. hiis, there is little doubt that the CIA could have used Urs as an unwitting
source.

If Urs did start working with CIA in 2000, he is unlikely to have told his family about it. The Tinner businesses
Ay@2t @SR ! NEQ Y20 KSNE ErhindavS ThE busind®ds WSeNdEeplainvahvediNgE | Yy R
adzlJLX eAy3 tl1A&adGlyQa YR [Ao0él Qa ydzOf SFNJ ¢S Ll2ya LI
who had a long, productive relationship with Khan. If he helped the CIA too much, he riskad his own

family. The cooperation could result in prosecutions or retribution by Khan or the Libyan ruler Muammar

Qadaffi against himself or his family.

' NEQ SINIe Ay@2t@SYSyd +a | LI AR [6lwere runBif ggiings 2 dzf R | f
operation to trap Khan while Urs and his cldsgt family continued illegal activities and became rich off of

Libyan payments. Some have said that Libyan payments to the Khan network amounted-208X@0lion in

total.” ¢ KS ¢CAYYSNE ONBDRYABYR F NHS OFrakK AyFdzarizya FNRY Y
2003r up to 20 million Swiss francs, or $12.5 millfoHowever, a sting operation appears unlikely. A former

U.S. intelligence official familiar with the operation said it wasansting operation, adding support to the

GASe GKIG !'NEQ NRfS g1a y24 Fa AYLRNIIFYG & L2 NI NI e

Whether Urs was a key spy for the CIA in Dubai or merely an uncooperative source, the CIA could place him
under surveillance wherever lveent. They could learn more about the network or approach him later either
directly or via others for information.

Whatever the facts of the situation, the CIA now had more of an inside view of the network. Washington and
London had begun to receiveedils about the Dubai operations and about the Tinners. The picture that took

shape was alarminga rogue Pakistani scientist and his agents were selling Libya the capability to make

nuclear weapons. Many holes existed in the picture. Who else wasg®uyHow much were they buying?

2 K2 StasS g¢la Ay@d2ft OSRK 4 GKS GAYSZI Ylyeée RSOFAfa |
remained unknown.

Watching the Khan Network

The United States faced a quandary. It now had enough information tesbusral members of the network,

odzi AdG lfaz2 1yS¢é¢ GKIG YIrye 2F GKS ySUe2Nl Qa I OUADAl
in the Clinton White House in 2000 to debate the next course of altibne session was attended by a select

grodzL) 2F 2FFAOAIf & NBaLRyaAaAofS F2N ad2LIIAy3a GKS &aLINB
clandestine operations division. The CIA argued patiettiee insider sources could reveal the whole picture if

given tima and the others agreed.

TheCIA and Mb continued to collect information about the network. By early 2002, they knew that Khan had
moved his base outside Pakistan to Dubai and was now controlling operations through his associates there.
They knew about centrifuge production faibés in Malaysia’

¢tKSe ftaz2 tSIFENYSR Y2NB Fo2dzi GKS ySig2N] Qa RSKHta g7
centrifuge program even more of a head start than had previously been kibihey worried that the

! George TenetAt the Center of the StorniNew York: Harp€ollins Publishers, 2007),p. 296.

® Interview with Swiss official with detailed knowledge of the Tinner case, June 2006 and April 2009. In 2001 and 2002,
about 1.6 Swiss francs equaled one dollar.

? Interview of a former senior U.S. official, November 2607.

1% ord ButlerReview of Intelligence on Weapons of Mass DestrucReport of a Committee of Privy Counselors, July 14,
Hnnns NBTSNBMBERepd®é a (KS 4
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network could help Iran leapfrogom use of P1 to P2 centrifuges. To prevent that from happening, the CIA, or
more likely Israel, targeted Gotthard Lerch, a German national living in Switzerland with deep connections to
0KS YKIY ySig2N] o { SONB (i halse in éasterth Swikzérlartd, acdpNdfiihicla £ S i
L{L{ KIFI&a asSSyo LG A& dzyRIFIGSRX o0dzi 0StASOPSR (2 KI @
[ SNOKZ¢ Ay | ySId KFEYRgNAGAYyTD ¢ KS f SGGSoperdtionNy SR f
with Urs and Marco Tinner, and other German and Arabic accomplices of the Khan network. The letter
GKNBFGISYSR a3dINI @S O2yaSlidsSy0Saeg AF [ SNOK LINRPOSSRSR¢
willcometotalk toyoutoworkodt RSFf F2NJ 620K LI NIASEQ AyGSNBaildopé
any offer, but P2 assistance is not believed to have materialized either.

By late 2002, the Libyan jigsaw puzzle was finally becoming clearer, and officials in Washingtordand Lon

GSNBE IfI NYSR® ¢tKSe LIASOSR G(G23SGKSNJ GKS ySilig2N] Qa :
agents, shipping companies, and manufacturing plants. London was increasingly worried that Khan could

enable his customers to build nuclear warklsgor missile$? Libya seemed close to having all it needed to
0dzAftR I OSYdUNRFdzAS LX I yio . @& SINXeé& HnnoXI [2YR2y O3
where it would be dangerous for them to contintielt was finally time to act.

At a summit meeting between President George W. Bush and Prime Minister Tony Blair in early 2003, most of
which was devoted to planning the looming war in Iraq, the two leaders quickly agreed that the network had
to be stopped.* but it was not clear immedtaly how to do this. One former senior State Department official
likened the Khan network to bamboo, whichgeows rapidly unless removed completély.

One approach would be to funnel evidence to national authorities, and they could take action against t

individuals and sites where the Khan network was active. Essentially, this would involve national police actions
that would be supported by Britain and the United States. Under certain circumstances, such an approach is

the preferred one. However, th strategy worried those who had watched the Khan network smugglers

escape prosecution time after time, and it was rejected. The CIA did not have confidence that other

governments would prosecute the smugglers. Some key countries, such as the Uniidth#frates and

Malaysia, did not have export control laws; prosecution was not even possible there. Furthermore, no one had
succeeded in convincing the Pakistani government to stop Khan. U.S. officials worried that such an approach
would only set back Khy Q& 2 LISN} A2y a | yR LISNKILEA y20 S@Sy aiz2Ll

Recruiting the Tinners

INnmidh nnox GKS /L! RSOARSR G2 GNEB I RAFTFSNBY(d &0GNF (GS:
up with a bold solution thatir f SR I aSNARS& 2F OF NBFdzZ f & '2mMdong & G NI
for the operation was top secret, restricted to only a few officials in the U.S. government. Key to their

strategy was recruiting the Tinner family as paid CIA contractard@amants.

h¥FFAOALIE SELX LYyl GAz2zya 2F (GKS / L! @dsteNBTONssTAfthgl i 2 F
investigation of the Tinners and resulting available documents have resulted in a clearer version of their
recruitment and theiwork for the CIA that started in June 2003.

" Interview of a former senior U.S. official, November 16, 2007.

2Butler Reportop. cit.

2 Butler Reportop. cit.

* Interview of former senior U.S. official, Washington D.C., April 5, 2005
' Interview with former senior U.S. official, April 3, 2006.

'8 At the Center of the Stornop. cit. p. 284.

" At the Center of the Stornop. cit.,p. 284.
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A former intelligence official said that one element in recruiting the Tinners was luck, but the official declined

to provide any details. Luck was also mentioned by British intelligence officials as at&eynfancovering

and dismantling the Khan network, again without any explanafion.

Earlier publicly reported versions of that recruitment, floated by the Tinners themselves, now appear to be

dzy (4 NHzS ® tdzof AO | OO02dzy (i a o IhasiZeRtha ey apprgaghBd\iieQnitédi | G SY Sy
{driGdSao hyS 2F ! NBQ @OSNBRA2ya 2F GKS &ad2NR Aa GKIF G
supplying a nuclear weapons program, and he contacted his brother and father to discuss the'Mttey.

all met and decided that what they were doing was not illegal. But Urs was not consoled for long, according to
this version, and brought up the issue again in the fall. At that point, they decided to contact the IAEA, but

could not reach anyone ardkcided to phone the CIA station in Vienna. Another version, published in
Switzerland by the reporter Martin Stoll, who has had access to the family, has the father Friedrich taking the
lead in contacting the U.S. government in Vienna in December 20@ieof concerns that a large order

that he and his two sons had been processing might have something to do with a nuclear weapons ptogram.
According to this version, the CIA then contacted them a few weeks later, leading to a series of meetings and
their eventual recruitment.

George Tenet implied the contacts went the other way arogmide CIA reached out to the Tinners, and they
agreed to work for the CIA. The evidence uncovered during the Swiss criminal investigation lends support to
¢ Sy S aten@nt. & {

' YR2dz0 G SRf &3 LI NI 2F GKS /L! Qa NBONHAGYSYy(d &adNF GS3ce
caught and that incriminating information could end up in the hands of the authorities. A former intelligence
2FTFTAOALE SEGHSWYSRIAIRIGS aaSy®s (2 GKS dzZiK2NAGASE D
realized that their long career in illicit nuclear trade was over and that cooperating with the CIA would keep

them out of jail and perhaps earn them more cash. They wer&inly correct on the latter point but wrong

about the former (see a companion ISIS repohe Tinner Case: Time for a Frank, Open Evaljiation

The value of the Tinners to the CIA was enormous. Their insider status in the network is almost unrivaled.
Khan himself testifies indirectly to their importance and his disbelief about Urs recruitment, let alone

CNASRNROKQaA® YKIY KIR 688y I FNBldSYyd Orard2NI (2
come to know the entire family. In2088 YKIy G2t R (GKS LGFEfALFY 22d2NyItAail
' NE CAYYSNI KFR 6802YS + /L' F3Syd R2 y2d NAy3 §NHzS
family, and Urs would never have betrayed his father, brother, and otherRrirnb & | S O2dzZ R y2i

CNASRNAOK S@OSNIO6SIONIe&Ayad KAYOD {AYy0OS (KSys>s (K2dAaAKX
appeared to throw them, along with Tahir and many other Khan network members, under the proverbial bus,
statingthatd [ A6 & KIF R LIJzNOKI aSR (KS S¥Hwim HatysSl¢ dquiphmbi®@ty (1 KS &l
Pakistan or Iran, while denying any responsibility for the sales. One such supplier to both Pakistan and Libya
would have been the Tinners.

The Tinners were like mafinformants, which are absolutely necessary to bust mafia leaders. The CIA was

well aware that the Tinners were participating in nuclear proliferation; they had watched them for years.
Unfortunately, working with questionable people is often the prié@enetrating criminal networks.

However, the CIA rarely benefits from public revelations of that cooperation, particularly in this case when it
Ay@2t @SR @A2tl GAy3 {sAraa tlga FyR LISNKFLA 20KSNI 02
involved with mafia informants, the CIA would not have acquired both a complete confession of all the

®Butler Reportop. cit.

¥ Interview with Swiss official with detailed knowledge of the Tinner case, August 18, 2005.

Dal NIAY {G2ff3 &+ FNETI9/A62AranSlatat FomiGErBranfintdEmyBNE £

L At the Center of the Stornop.cit., p. 284.

2 Television interview with Dr. Abdul Qadeer Khislamabad TonightAaj News Television: August 31, 2009.

ISIS REPORT 5|Page


http://isis-online.org/uploads/isis-reports/documents/tinner_case_evaluation_21Dec2010.pdf

CAYYSNBQ LI ad ONAYSA YR UGKSANI O2YYAGUYSyd y2d4d G2 ol
and requirements of a federal prosecution.

June 2003 Agreement

The date when the Tinners started to cooperate officially with the CIA appears to be June 18, 2003, according

to a knowledgeable Swiss official. The CIA had originally approached Friedrich and Marco, who then ordered
Urs to return toSwitzerland, the official added. The cooperation was formalized in contracts and invoices
0SG6SSYy al ND2Qa O2YLIYyASa FyR /L! FNRBYydG O2YLI yASao®
to a Swiss bank account, according to the official.

On Jme 21, 2003, six U.S. intelligence agents visited Marco at the Tinner home in Jenins, a mountain village in
eastern Switzerland, with the intention of conducting a search of the h&uS@e Americans persuaded

Marco to cooperate fully with them, and thegok the opportunity to copy all documents and electronic
information they could find in the house, including private records. What they found must have amazed

themt they discovered digitized blueprints and manufacturing manuals for P1 and P2 centahdyaaclear

weapon drawings and instructions. Finally, they had the proof they needed. They had their mafia insiders.

The Swiss reporter Stoll obtained a copy of a one million dollar agreement signed June 21, 2003 by Marco and
two CIA agents at his fdly home using the false names W. James Kinsman and Sean D. M&h&ifgyre 1

is a screenshot of part of the agreement, and figure 2 reportedly shows the signatures on this agreement. The
invoice was worded carefully to disguise the true nature of t@peration; it included wording on the

commercial transfer of valve and vacuum technology. It looked like a legitimate commercial transaction
0S0i6SSy al ND2Qa O2YLIl yeéx ¢NIO2 DNRBdzZL) LYGSNYIF A2yl f
Howe\er, the latter was a CIA front company.

A3 L f 101 WAOGSNI ¢SOKy2f23ASa 61a + aKFR2g O2YLIl yeo
building at 1825 I. Street, N.W., Suite 400, Washington, D.C., although any physical presencedbiauipis/

YIed KI@S KFER RAAFLIISEFNBR 0@ Hnnc ¢KSy {dG2ftf fSIFNYySH
presence on the web even after a company disapp&ars site that collects and archives web sites contains

LI 3Sa 2F . A3 .ethhtlsis thiz streebadidess ($esfiguraildiaiscreenshot of the web site of Big
Black River Technologies, Inc. found on the web site of the Internet Archive at archive.org). These archived
pages state that the company supplied technology for the aft@nd armaments industry and employed

experienced engineers and scientists. Interestingly, Big Black River did not necessarily need to maintain a

LK@ &aAOlIf LINBaSyOS Ay (GKAA o0dAf RAY3IOD CKS T 2RAYDGA)
where individuals or organizations can pay a fee in exchange fofonadrding and calforwarding services

Fa ¢Sttt a GKS FoAftAGe (2% tAadG GKS o0dzAif RAy3IQa | RRNX

ZEall Tinner: Rechtmaessigkeit der Beschluesse des Bundesrats und Zweckmaessigkeit seiner Fuehrung,
Geschaeftspruefungsdelegation deidgenoessischen Raete, January 19, 2009.

Martin Stoll, Millionen firr AtorKundschafter, FACTS, April 4, 2007:
http://classic.facts.ch/dyn/magazin/schweiz/737789.htr{dee also deo: Temps Presendanuary 22, 2009 citing

Sonntagszeitung

Pg+SNE /f2a8 (G2 (GKS {LARSNE¢ 2LJ0 OA (TempsPreadwdahuargR 2809 2 ¥ | L
citing Sonntagszeitung In his article, Stoll called the company kiif¥/hite River Technologies to protect his sourc&he

actual name was provided by a knowledgeable Swiss official, August 2006.

%6 paul Brannan to Albright, memo dated February 2, 2009 on Big Black River Technologies.

" A second building with a physicaldrdss for Big Black River Technologies LLC in Bethesda, Maryland is owned by the
alryYsS O2YLIlye GKIG 26ya GKS mywp L® {(iNBSG o0dzAif RAy3axX |yR
the same Big Black River Technologies company amhédVashington is unknown. This company no longer exists.

¢CKS al NBEflYyR O2YLIl ye FT2NFSAGSR AlGa adlriddza Ay HnnpX 6KAOK
existence for some reason, usually for some delinquency.
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abroad in 2005. According to this document, obtained by the Swiss police investigation, the Tinners appear to
have sold to the CIA the centrifuge parts that they had made in Switzerland but had not yetdstagpbya.
Undoubtedly, the CIA believed that getting these parts out of circulation was a priority. The parts are listed on

' LINPF2NXYI Ay@2A0S RIGSR WIHydzad NBE mMpX Hanann FNRBY |y2i
Systems Design, wherkd address is given as a Chicago post office box (see figure 4). Unlike Big Black River,
Deramo has no detectable former web presence that ISIS could find. The invoice appears to be the type that
accompanies a shipment; it lists a freight forwarder, ecttbased sea freight company. The parts were

evidently exported from Switzerland to the United States. The value of the invoice is 1,462,901.95 Swiss

francs, or about $1.2 million at the time. The invoice lists tens of thousands of centrifuge cortgyamiém

part numbers ranging from 9001 to 9084. The Tinners ordered these parts in lots of 10,000, the number of
centrifuges ordered by Libya from the Khan network. Another document which Marco produced for Swiss

police investigators contained schematiaf these parts, showing that they are centrifuge parts labeled with
numbers assigned by the Tinners. The statement also gives the fate of all these components.

. 20K GKS 5SNIY2 Ay@2A0S IyR al NO2Qa aiéUuntkySafes. f Aad
For the motor housing, which is part number 9003, a total of 1,522 were delivered to the United States (see
figures 5 and 6). Another 8,118 of these parts went to an Istanbul, Turkey company, Tekno Elektrik Sanayi ve
Ticaret Ltd., a comgny closely linked to the Khan network. In total, the CIA bought tens of thousands of
components, or in terms of monetary value, about half of the original 2001 order the Tinners received from

the Khan network. Being shrewd businessmen, the Tinnersl tilkesame amount of money to the CIA that it
charged the network for making the parts. Figure 7 shows the original order for these parts, valued at about 3
million francs, with the same Tinner internal reference number of 6Q0B.

The Tinners were nigeticent about selling items to the CIA. According to two knowledgeable Swiss officials,

Urs even tried to drive up the price on some of the items by insisting that retrieving them involved personal

risk. According to a senior official close to theAA#ho had detailed knowledge of the Tinner case, Urs

charged the CIA $500,000 for two P2 rotor assemblies, which he obtained in Dubai for nothing and at no
personal risk. These rotor assemblies were samples located in Dubai and used by the networkl@atimgjs

with customers. Libya had also received two of these rotor assenibliigiure 8 shows similar rotor

assemblies acquired by Libya and later shipped to the United States after Libya dismantled its nuclear weapons
program.

The Tinners also sotte CIA about 1,500 specialized valves that they had produced or acquired for the Libyan
centrifuge plant, according to a knowledgeable Swiss official. The Tinners should have sent these valves to
South Africa, where a Khan network affiliate would irlgtaé¢m in the piping and feed and withdrawal systems
being produced for the Libyan plant. However, Tahir was behind in his payments to the Tinners, and they
refused to send the valves. The South African agent was forced to use surrogate pieces ihthiwaloes.

The Tinners were expected to ship the valves directly to Libya once they resolved their financial dispute with
Tahir.

The Swiss television prografiemps Presentijting Sonntagszeitungresented an invoice from Traco Group
Internationalto. A3 . tF O] wWA@GSNI ¢SOKy2f23A8Sax RIFIGSR alé& wnx
9)2° The date of the original contract is given as June 18, 2003, the day the cooperation between the Tinners
and the CIA is believed to have started. Therom listing the price per unit is $20 million, divided by 10,

raising the possibility that the total contract with the Tinners would have ultimately amounted to $20 million.

28 Peddling Perijlop.cit.
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An email between the Tinners and the CIA puts the total figure at five payroetvi® million dollars, for a
total of $10 million. However, it does not appear that the Tinners ever earned that amount of money.

Combined with the payments received for supplying Libya, the Tinners were paid handsomely. The Tinners,
already beneficiaes of millions of dollars in profits from selling Libya gas centrifuge components, are known
to have received about $3 million for working for the CIA during 2003 and 2004. They could have received
even more from the CIA. But Swiss investigators didindtany other contracts or invoices that could
corroborate the total payments to the Tinners.

¢KS /L! 6FyGiSR Y2NB FTNRBY (KS ¢AYYSNE (KIFy OSy{N®TdA
assignments went to Urs, who was in Malaysia atSOPE factory overseeing the manufacture of centrifuge
parts for Libya. SCOPE had already made three shipments of centrifuge parts to Libya via Dubai.

2AGK !'NBAQ KStLI GKS /L! O2dzZ R AyGSNDSLIG G #KSnowSEG |y |
when and how this shipment would go to Dubai. Urs learned that a shipment was slated for August 2003.
{SATAYy3 (KS AKALYSY(l g2dfd R NBY2@3S (KS AdGSya FNRY OJ
LINEf AFSNI GA2Y |y Reapors@ioit.Qa aSONBG ydzOtf SI NJ ¢

Urs had the nervavracking task of obtaining a copy of the shipping information. When a shipment was ready,
SCOPE employees would normally send a fax to the shipping company and the receiver. Urs made sure he
himself faxed this informa&bn about the upcoming shipment. Instead of hitting the send button, he hit the
copy button. He swore and announced he had made a misfakie balled up the copy and threw it in a trash
basket. Playing the idiot, he asked the secretary to send thelfaber, after everyone had left, he returned

and retrieved the copy.

Urs did not like playing the spy. He was often frightened of being discovered by Tahir. He hated that his
phones were tapped by the CIA and he feared others were listening todveder constant fear at home,

locking all the doors, including his bedroom door. On one occasion in Malaysia, he stayed in a hotel for three

or four days to relax because he feared that something could happen to him at his*home.

Urs gotthe informatiy G KS / L! YSSRSR gAGK2dzi I NRdzaAy3a ¢ KANRA
operatives could watch the actual containers being loaded onto a ship bound for Dubai. The CIA would soon
seal the fate of the Khan network and corner Libya into fully réngats nuclear weapons program.

NEQ !''ffS3aASR {Fo20F3S 2F [/ SYiNARTFdzAS / 2YL

Urs, and to a lesser extent Marco, have claimed that they sabotaged centrifuge components destined for Libya.
The Tinners do not date these claims, although Wssimplied that the sabotaging happened well before June
2003. The problem, however, is that no evidence to support this sabotaging has emerged in the Swiss criminal
investigation. Whether the Tinners even tried to sabotage parts bound for Libya igtstabjeasonable

doubt.

The Tinners are known to have changed the specifications of certain parts, but these changes were made for
cost or manufacturing reasons and done in collaboration with A.Q. Khan. The changes would not cause the
parts to fail.

% SF DOKJanuary 22, 2009, op. cit.
' SF D@, January 22, 2009, op. cit.
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The modifications aimed at sabotaging the centrifuges were in addition to these changes. According to a
senior official close to the IAEA, Urs has stated that he made changes in about five parts. Each of these
modifications would have jeopardized the opgoam of the centrifuges in Libya, according to Urs.

| 26 SOSNE SELISNI FylfeasSa 2F (GKSaS Y2RATFTAOFIGAZ2ya O2)
the actual impact on the centrifuges would have been small orexistent. Analysis ofysported

modifications assessed that the parts would not have failed as the Tinners claimed. One Western expert who
examined alleged sabotaged parts said that if all the parts of the centrifuge were assembled, the centrifuge

would work.

Media reports dout Urs sabotaging centrifuge parts go back several years, but these reports appeared to all
have originated from him, his family, or his lawyer. One public report that provides some details is found in an
interview of Urs by a Swiss Television shovaitudry 2009° Urs described the part he sabotagdte made

a part out of a small steel tube and an aluminum tube, with the steel one inside the aluminum one. The parts
fit snugly and would function initially. However, when the parts heated up duriegatipn, the aluminum

part would expand more than the steel one, at which point the parts would fall apart. In the televised
interview, Urs was not challenged about his claim. It was unclear to which centrifuge part he refers.

al ND2Qa ail (isYydice dontdirs a §irfil& stdryg and perhaps this is the part Urs meant to
discuss. In his statement to Swiss investigators, Marco wrote that part numbers 9001 and 9062, which appear
to be centrifuge scoops, involve a special assembly procedurei@ege 1.0). The instructions, partially given

on the drawing, required that a narrow aluminum tube be inserted into another part. At a designated place,
the parts were crimped, and they were glued together with araladite, a specialized glue that caiamdths

uranium hexafluoride. Marco said that this procedure was not followed; instead, the two tubes were
connected loosely by a press connection. He said that they would come apart when subjected to vibration or
forces. He further stated that all 10,0@@2ces of number 9001 and 10,000 pieces of number 9062 were
delivered to the United States, making verification difficult. Only ten pieces of part 9062 went to SCOPE in
Malaysia for testing, and Marco said that these parts were subsequently destroyed.

If his intention was to sabotage parts, the modification was not sophisticated. A Libyan centrifuge quality
assurance program would have likely quickly detected the flaws and either remade the parts or repaired them.

In the process, the Libyanswould §av A 1 St & SELR &SR G(KS ¢AYYSNBRQ al o2l
SELISNI 6K2 SEIFYAYSR al ND2Qa OflAY &FAR GKIG KSIFGAY:
narrow tube to expand, resulting in a tighter fit. According to this expertptréwould not have fallen apart,

as predicted by Marco.

Urs also claims he took specific steps to sabotage the aluminum outer casing and its contained molecular

pump, thousands of which were made at SCOPE in Malaysia and sent to Libya (see figure 44hotage

evidently involved not properly cleaning the parts and putting them together in a way that would supposedly

make disassembly for proper cleaning impossible. But upon technical examination of these parts from the

cache found in Libya, Europe@Sy i NA Fdz3S SELISNI & F2dzyR GKFG ! NAEQ Of |
them and clean them. In addition, one expert said that improper cleaning of the outer casing and molecular

pump would have little, if any effect, on centrifuge operation.

Insum, centrifuge experts have discounted the sabotaging claims put forth by the Tinners. When they could
examine the parts, they established the parts were not sabotaged. Urs has reportedly responded that the
ones he actually sabotaged are the ones tha @ow unavailable to investigators. But even in such cases,

such as the scoops mentioned by Marco, the experts did not believe that the purported sabotaging would have
had its intended effect. In addition, not one claim of sabotage has been substahiigtine Tinners, the U.S.

% SF DOKJanuary 22, 2009, op. cit.
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A2OSNYYSYy iz 2NJ GKS {g6Ada ONAYAYIlf Ay@SadAardrzyo [
G2 LINPGARS Fyeée adz2llR2NIAy3 SOARSYOS F2NJ GKSANI Of I A Y
sabotging of centrifuge components, and there is good reason to doubt them.

April 2004 Proforma Invoice

One perplexing piece of information in the available Tinner documentation is a delivery of 2,970 P2 centrifuge
motor housings (part no. 9003) to KursaideGit Tekno Elektrik in April 2004 from Traco Schweiz, Marco
CAYYSNRAE O2YLIye o0aSS FTAIAINBE wmH GKAOK akKz2ga 2yS 27
large transfer occurred after the delivery of centrifuge parts to the United Stagesfigure 4, which shows

the date of the proforma invoice as January 2004). Marco explained in his statement to Swiss police that they
KFR y2 20KSNJ 2LJiA2y GKFYy YIF{1Ay3 GKS RStAGSNE 2F i
hadaprobly 6AGK GKS 06dz2SNE 64SS GSEG Ay FAIdNB poo t
January 2004, and the Tinners wanted to fulfill their contractual obligations to Cire. But is this the true
explanation?

¢
<

K
S

By the time of this shipment or sa afterwards, the Turkish authorities were investigating both Kursad and his
father about their work for the Khan network and the Libyan deal. The investigation was harsh; the father died
during interrogation. Thus, any shipment from the Tinners wbalke been unusable by the Cires, at least in
terms of fulfilling the Libyan deal. Perhaps, the Tinners did not care.

An anomaly in the proforma invoice is that, unlike in other similar invoices from the Tinners to Turkey, the
name of the freight forwardeis not given. So, who sent these parts to Turkey?

Could the Tinners have been actually delivering these parts to the United States, but hiding that fact by listing
Kursad as the recipient? Lending some weight to the possibility of additional partsdedivered to the

United States, the Tinners sent an invoice to the CIA in May 2004 (see figure 8). The Tinners could have
included the charge for these 9003 parts in that invoice; their worth was about 260,000 swiss francs. But if the
United Stateseceived these parts, why did Marco not include them in his tally of the number of part 9003
delivered to the United States that he provided subsequently to the Swiss police? (See figure 5)

There could be other reasons Marco may have wanted to disgnésadtual recipient. Perhaps, these parts

were destined to be used in a U.S. or British effort to produce modified or sabotaged centrifuge parts and then
to attempt to place them somehow in the Iranian or North Korean centrifuge programs. For exaregbarth

itself could have been modified during manufacturing after June 2003, or the motor could have been targeted.

Could the CIA have convinced the younger Kursad to cooperate in making specially modified motors? Despite
the Turkish investigation, he wanever charged.

CAYRAY3 IyasgSNE (2 (GKS&S |jdzSadAz2ya NBYFAya RATFTTFAO
after the April 2004 delivery. The Swiss and other national police investigations of the Tinners accelerated in
thesummerandlf t € 2F HnannAn® ' FTOGSNI | NEQa | NNBaid Ay hoOdG20SN
the CIA. They started to need the CIA to intervene on their behalf with German and then Swiss officials. Their
fate helps explain why the total amount of mondyet received is less than originally expected. It also leads

to the question of what else did the CIA have planned for the Tinners?

ISIS REPORT 10|Page



Conclusion

No one doubts that the three Tinners worked for the CIA and received millions of dollars in retern. Th
evidence available to the Swiss judicial system indicates that their start date was June 2003, and they
continued their cooperation into 2004.

'NEQ OfFAY 2F +y SIENIASNI a0 NI RFEGS NBYlFAya dzyO2y ¥
obtained important information from Urs around 2000 or 2001, but he may have been a reluctant, possibly

dzy 6 AGGAY3AZ / L! &a2dz2NOSo ' NEQ Of FAYa lo2dzi aloz2dGl 3Ay
by highly experienced centrifuge experts.

The Tinners did a valuable service for the CIA in the busting of the Khan network. However, the CIA had
evidence about their illicit nuclear activities, and the Tinners must have realized that they were caught and
were inclined to cooperate. In the entheir service does not make them above Swiss law, and the United

AAAAA

{016 GS4a aK2dzZ R KIS SELISOGSR (KIG GKS ¢AYYSNEQ LI &i

What neither the CIA nor the Tinners anticipated was that any CIA promettect them from arrest or
prosecution was hollow. Currently, indications are that the Tinners will be prosecuted for violating Swiss anti
proliferation and money laundering laws. At a trial of the Tinners, their lawyers may reveal more CIA
involvementin an attempt to convince the court that their clients are not guilty.

If Urs can prove he started working as a paid agent for the CIA in 2000, he could reasonably claim that he
deserves greater leniency from the Swiss judicial system. If the Ut Bas evidence of an earlier
collaboration or of sabotage of parts bound for Libya, it should provide it to the Swiss judicial authorities.
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Figure 1: Screenshot of a portion of a June 21, 2003 agreement between Traco International and the CIA.
SourceTemps Present



Figure 2: A screenshot of a partao€ontract signed on June 21, 2003 between Traco Group International to
Big Black River Technologies showing the signatures. Photo Giedips Present
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Big Black River Technologies, Inc.

Company Overview Now and far into the future...

Big Black River Technologies is a leader in supplying sophisticated, cutting-edge
SN AT technology to the Aerospace and Defense industries. With our diverse team of

Capabilities experienced engineers and scientists, we are paving the way for 21st Century
development of the next technology wave.

Contact Us

Using the hest domestic and international sources of the most advanced designs
available, Big Black River Technologies ensures its customers that today's purchase of
technology and know-how will continue to provide secure first-class service for many
years.

Ifyou are looking for absolutely the hest technology available now and far into the future,
contact Big Black River Technologies now.

Big Black River Teck

Company Overview Contact Us

Contact Us Far mare information on the nextwave in Aerospace and Defense technalogy, please call,
wetite, fax or e-mail Big Black River Technologies at:
Capabilities

1825 | Street, NW
Suite 400
Washington, DC 20006

Phone: (202) 429-2010
Fax: (202) 429-9574
E-mail: info@hbigblackriver.com

Figure 3: Recovered web page®df Black River Technologies, Inc. Source: Internet Archive at archive.org.
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Lans_forvard Irgco Schwelz AG. Postfoch. CH-3468 Sax
fretant forwqrder :

Fracht AG (Sea Freight) Deramo Systems Design s
te K. Pfenninger Barbara A Deramo / Trevis L. ow
Hagenholzstrasse 81 P.0.Box 408053

b0 At Chicago, 1114nois 60640

CH-9468 Sax, 19. Januar 2004/adm

. # DN-03 014
Proforma Invoice plune sate on all cortesponesnce

Your reference: Our reference: Date of erder:

0103-011 30. Mai. 01

Delivery info :

o ek
oty Product ) prices in CHF

Deseription

1 0103-011/117 170°000.00
- 0103-011/138 170'000.00
0103-011/093 7'830.00
0103-011/094 ° 7'830.00

0103-011/095 7'830.00
t:::: ::002 0103-011/096 7:::;::2
10000 x 9003 0103-011/097 7' 30‘00
10000 x 9003 0103-011/098 7:30,00
10000 9003 0103-011/099 :‘Baa.oo
10000 x 9003 0103-011/100 7‘330,00
10000 x 9003 0103-011/101 Tnm.oo
10000 x 9003 0103-011/102 7,830.00
10000 x 9003 0103-011/103 7.830400
10000 x 9003 0103-011/155 o

10000 x
10000 x 9001
10000 = 9003
10000 x 9003

Tel +41 (B1) 7504.101 TWWST 173525 PC Konto 46-66658-5 o
T . rcn (o) reviaon \BS CH-5471 Bochs, BC 220, Swift UBSWCHZHOSP, KRo 204 38201V
achacker, Pos 1

CH-04F9 Sax (Schweiz)  infoBraCO-swez.ch

10000 x 0103-011/156 7'830.00
10000 x

osee 0103-011/157 7'830.00
x

0103-011/158 7'830.00
10000 x

0103-011/159 7'830.00
10000 x 0103-011/160 7'134.00
10000 x 0103-011/130 17'000.00
10000 x 0103-011/131..132 73'830.00
10000 x 14'383.95
10000 x 21'000.00
10000 x 0103-011/137 11'340.00
10000 x 0103-011/160 9'660.00
10000 x 0103-011/116 21'000.00
10000 x 0103-011/137 21'0600.00
10000 x 0103-011/116 1'500.00
10000 x 0103-011/117 6'000.00
10000 x 0103-011/137 3'600.00
10000 « 0103-011/138 3'500.00
10000 x 0103-011/116 20°750.00
10000 x 0103-011/160 20'750.00
10000 x 0103-011/116 19°200.00
10000 x 0103-011/117 2800.00
10000 x 0103-011/138 20'000.00
10000 x 0103-011/104..107 37'500.00
10000 x 0103-011/108..115 75'000.00
10000 x 0103-011/118. 121 37'500.00
10000 x 0103-011/123..126 37'500.00
10000 x 0103-011/139 112'500.

30000 x 0103-011/147 46"000.

30000 x 0103-011/148 96°968.

30000 x 0103-011/149 64'000.

30000 x 0103-011/150 135'040

10000 x 1 }

s 11 13:31&

10000 x 0103-011/128 fg';g:'oo
10000 x 0103-011/129 17340.00

TRACO SCHWEIZ AG Tel +41 (81) 7504.101
Eschacker, Postfach Fax +41 (81) 7504.102 uBS 04947 E
SrcmTa . B 1 (01) 75010 1 Buchs, BC 220, Swift UBSWCHZHO4P, Ko 204 382,01V

MWST 173 525 PC Koalo 46-66658-5

Figure 4 (cont.): Page two of invoice
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Total gross weight

TOTAL CHF 1'462'901.95

Transport by : EXW )* INCOTERMS 2000

With best -regards

TRACO SCHWEIZ AG

&

Tinner Marco W.

PN P S
TRACO SCHWEIZ AG Tel +41(81) 7504.101 MWST 173 525 PC Konto 46-66658-5
Eschacker, Postfach Fax +41 (81) 7504,102

UBS CH-9471 Buchs, BC 220, Swift UBSWCHZHI4P, Kto 204 382.01v
CH-8458 Sax (Schweiz) info@traco-schwelz.ch

Figure 4 (cont.): Page three oYaice.
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TRACO

SCHWEIZ AG

smpianger

e s e

T / Tekno Elektrik

9003

Deliveries

Quantity Recipient

8118 TK/ Tekno Elektrik

1522 USA

Remarks

The flanges were used by the recipient in Turkey for other processes. We had no possibility
not to deliver these parts, i.e. retain them. Without delivery, production in Turkey would have
fallen behind and we would have had a problem with the buyer, Gulf. We cannot say what
happened to the parts after we shipped them to Turkey:.

Figure 5: A table from the original statement by Marco Tinner of Traco Schweiz AG to Swiss investigators and a
translation of this table and associated text in this statement. It identifies the United States and Tekno Elektrik
as the regients of part number 9003, the motor housing of a centrifuge.
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Figure 6The top image is a drawing in a report by Marco Tinner of Traco Schweiz AG. Itis the design drawing
for part number 9003, the motor housing of a P2 centrifuge, foundragkAG in Chur Switzerland.

(specifications redacted by ISIS). The bottom photo shows President George W. Bush at Oak Ridge, Tennessee
holding a finished motor housingource: White House web site.
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