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Russian Lancet-3 Kamikaze Drone Filled with Foreign Parts

Western Parts Enable Russian Lancet-3 Drone to Have Advanced Targeting and
Anti-jamming Capabilities.

By Spencer Faragasso
December 18, 2023
Background

- The Institute for Science and International Security has reviewed open-source images
and information found on the internet, identifying several key Western parts, commonly
available on the commercial market, used in the Russian Lancet-3 kamikaze drone.

- The Lancet-3 is an effective combat drone that has been successful in combat
operations against Ukrainian systems, including Western supplied armor and artillery.

- This report follows a series of reports published in the last year by the Institute on
Russian drone systems and its acquisition of foreign technology.

- Russia is increasingly relying on large quantities of unmanned aerial vehicles (UAVs) to
identify, target, and attack Ukrainian positions, vehicles, and structures.

- Russia has a limited capability to design and produce advanced strategic commodities.
To build these UAVs, Russia depends on extensive procurement networks to acquire
strategic commodities produced by foreign countries, particularly the United States.

- Because of the use of civilian Western components in Russian military systems, the
United States and its partners are intensifying controls on critical items used in Russian
drones, but more needs to be done.

Key Findings and Recommendations

- The Russian Lancet-3 drone, produced by ZALA-Aero Group, contains key parts
produced by Western firms.

- Parts from companies based primarily in the United States, Switzerland, and Czech
Republic, were identified (see Table 1 below). This table is not exhaustive and is only
based on the available open-source information the Institute could identify.

- The Western components allow the Lancet-3 drone to have advanced targeting
capabilities it would not have otherwise.

- The foreign components enable Russian drones to defeat Ukraine’s defense systems
more effectively.
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The drone’s power source was identified by the Institute in the materials reviewed as
the only component made by a Russian company. However, ZALA-Aero claims to be the
producer of the airframe and the camera.

Western products found in the drone include analytical modules, the engine, and parts
used in communication components, telemetry, and guidance.

The Lancet-3 has Al analytical and image processing capabilities powered by a Jetson
module, produced by the American company NVIDIA and utilizing NVIDIA software,
which enables the drone system to autonomously seek and track specific objects alone
or in groups. The drone system is also equipped with a U-Blox guidance and navigation
module that contains advanced anti-jamming and anti-spoofing capabilities that have
been effective at defeating Ukrainian electronic warfare measures.

Several of the Western products have been found in other drone systems operated by
the Russian military. Swiss U-Blox GPS systems that have advanced anti-jamming and
anti-spoofing capabilities have been found in the Orlan-10 and the Shahed-136
American NVIDIA Al development modules used as an internal analytical system have
been sought after by Albatross LLC for use in its Albatross M5 reconnaissance drone.
The recurring appearance of these Western products in Russian drone systems shows a
keen dependence on them for key capabilities in the drone systems.

The use of parts produced by Western firms follows a trend in Russian drone systems,
which are highly dependent on foreign acquisition to operate as intended. This has
required a range of actions to try to thwart the acquisition of those commodities, which
have rarely received export control or sanctions attention in the past.

Manufacturers of the identified components need to control and limit the sale of the
specific items identified more tightly.

Manufacturers should require their distributors to increase end-use and end user
checks, and if necessary, reduce or temporarily cease the use of distributors altogether
for certain key items, and stop exports to high-risk diversion countries, primarily China,
altogether for certain key items.

The U.S. government should swiftly sanction more known Russian producers of military
combat drones. A major drone producer that has yet to be sanctioned despite it
supplying Shahed-136 drones to the Russian military, with the goal to have supplied
6000 by September 2025, is JSC Alabuga, which should be sanctioned along with its
related companies Alabuga Development Company, Alabuga Machinery, Alabuga Exim,
and individuals with senior roles in the drone production.
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Introduction

The Institute for Science and International Security has analyzed open-source information on
downed, recovered, and deconstructed Russian Lancet-3 drones, identifying numerous Western
parts and components.! This report follows a series of reports issued by the Institute analyzing
Russian and Iranian drones used against Ukraine, identifying a common trend that these drone
systems depend on electronics exclusively produced by firms in Western countries, particularly
the United States.?

The Russian Lancet-3, produced by the Russian firm ZALA-Aero Group, a subsidiary of
Kalashnikov Concern, is an unmanned aerial vehicle that operates as a loitering munition that
remotely targets and conducts attacks in a kamikaze style.> ZALA-Aero Group is sanctioned by
the United States.* The open-source materials analyzed by the Institute contain images of
downed, destroyed, captured, and deconstructed Lancet-3 drones.® The images indicate that
Russia is dependent on foreign origin goods for its Lancet-3 drone system, such as the motor,
image processing and analytical components, and microchip sub-components used to produce
a larger component. Parts from primarily the United States, but also Switzerland, and Czech
Republic, were identified (see Table 1).

The Lancet-3 Loitering Munition

The Lancet-3’s airframe and distinctive dual X-wing shape (see Figure 1) are built from
composite materials enabling it to have a lightweight design. The drone is stored in a case that
can be carried onto the battlefield, where the drone can be unfolded at the designated launch
point. A crew of two trained soldiers operate the system. The drone is then launched via a
catapult system and is controlled by a ground operator (see Figure 2 and 3). The drone can be
communicated with using an antenna or a mobile ground station.® A camera at the front of the

1 “Russian Kamikaze Drone “Lancet” Equipped With NVIDIA Jetson TX2 Computer And Xilinx Zynq Chip,” SunDries,
March 20, 2023, https://sundries.ua/en/russian-kamikaze-drone-lancet-equipped-with-nvidia-jetson-tx2-
computer-and-xilinx-zyng-chip/.

2 David Albright and Sarah Burkhard, “Electronics in the Shahed-136 Kamikaze Drone,” Institute for Science and
International Security, November 14, 2023, https://isis-online.org/isis-reports/detail/electronics-in-the-shahed-
136-kamikaze-drone ; David Albright and Sarah Burkhard, “Iranian Drones in Ukraine Contain Western Brand
Components,” Institute for Science and International Security, October 31, 2022,
https://isis-online.org/isis-reports/detail/iranian-drones-in-ukraine-contain-western-brand-components ; Spencer
Faragasso, “Russian Military UAV Used in Ukraine Depends on Foreign Parts,” Institute for Science and
International Security, May 11, 2022, https://isis-online.org/isis-reports/mobile/russian-military-uav-used-in-
ukraine-depends-on-foreign-parts.

3 “Zala Aero: About,” Zala Aero Group, December 2023, https://zala-aero.com/en/about/

4 Office of the Spokesperson, “Taking Additional Sweeping Measures Against Russia,” United States Department of
State, November 2, 2023, https://www.state.gov/taking-additional-sweeping-measures-against-russia/

5 “The Ukrainian military showed the "stuffing" of the Russian Lancet UAV - it has American components.”
Telegram Channel: ZN.UA, March 19, 2023, https://t.me/znua_live/85302.

& “Mobile Stations,” Zala Aero Group, December 2023, https://zala-aero.com/en/production/mobile-stations/ ;
“Antennas,” Zala Aero Group, December 2023, https://zala-

aero.com/en/production/additional equipment/antennas/.
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drone is used for visual identification of targets and guidance in the attack. According to ZALA-
Aero Group, the Lancet-3 has a purported range of roughly 40 kilometers (km) and has an
advertised maximum speed of 80-110 km/hour.” The drone is powered by an electric motor.
The drone system carries a warhead towards the front of the UAV weighing 1-3 kg.

The drone system has made a dramatic impact on the battlefield and has successfully targeted
and destroyed or damaged a multitude of combat systems operated by the Ukrainian armed
forces, including Western supplied armored vehicles and artillery. The Lancet-3 reportedly has
the ability to identify and attack targets autonomously in groups with the help of Al processing
modules embedded in the drone system.® Ukrainian officials further observed that Lancet
drone strikes occur when Russian reconnaissance UAVs are conducting operations, indicating
that they operate in conjunction.® Once the drone system has identified a target, it locks on to
the target and explodes at a designated distance from the target using a rangefinder, enabling
it to defeat anti-drone protection cages, which often confuse the impact fuses on other drone
systems.® Prior to the war in Ukraine, the Lancet had been tested in the combat theater of
Syria against Turkish forces.!!

Newer versions of the drone, purportedly called “Product 53” or the “lzdeliye-53,” can be
launched from a four pneumatic tube launching system, which enables multiple next
generation Lancet drones to be launched in short succession (see Figure 4).12 According to the
Institute for the Study of War, the Russian government claims that the new lzdeliye-53 had
been used in combat missions in Ukraine, although no evidence of actual use has been found.*3
Images of the Izdeliye-53 show that it is very similar in design to the Israeli Hero-120 loitering
munition, produced by UVision.*

7 “Lancet-3,” Zala Aero Group, December 2023, https://zala-aero.com/en/production/bvs/zala-lancet-3/.

8 David Hambling, “Russia Boosts Production And Displays New ‘Swarming’ Version Of Lancet-3 Kamikaze Drone,”
Forbes, July 18, 2023, https://www.forbes.com/sites/davidhambling/2023/07/18/russia-boosts-production-and-
displays-new-swarming-version-of-lancet-3-kamikaze-drone/?sh=1d38d9b1aa20.

% “METHODOLOGICAL RECOMMENDATIONS ‘ON ELECTRONIC COUNTERACTION TO UNMANNED AERIAL VEHICLES
‘LANCET,”” MAIN DIRECTORATE OF ELECTRONIC AND CYBER WARFARE OF THE GENERAL STAFF OF THE ARMED
FORCES OF UKRAINE, February 2023,

https://sprotyvg7.com.ua/wp-content/uploads/2023/03/EnektpoH npotuaia BMJIA G2 cnp.pdf.

10 “The Lancet drone has acquired the ability to destroy targets protected by nets,” Militarnyi, November 9, 2023,
https://mil.in.ua/en/news/the-lancet-drone-has-acquired-the-ability-to-destroy-targets-protected-by-nets/.

1 Irina Sokol, “Media: Russia uses kamikaze drones against Turkish militants in Syria (PHOTO),” TopNews,
September 28, 2021, https://www.topnews.ru/news id 437699.html.

12 Alexander Rogatkin, “The production of “Lancets” has increased 50 times: how the legendary drones work,”
VGTRK, July 16, 2023,

https://smotrim.ru/article/3455254?utm source=internal&utm medium=vesti2&utm campaigh=vesti2-
exclusive22 ; “Tube Launched UAS,” Think Defense, June 7, 2022,
https://www.thinkdefence.co.uk/2022/06/tube-launched-uas/ (example of pneumatic tube launching system).

13 Angelica Evans, Kateryna Stepanenko, Christina Harward, Grace Mappes, and Frederick W. Kagan, “Russian
Offensive Campaign Assessment, October 28, 2023,” Institute for the Study of War, October 28, 2023,
https://www.understandingwar.org/backgrounder/russian-offensive-campaign-assessment-october-28-2023.

14 “HERO-120,” Uvision, December 2023, https://uvisionuav.com/loitering-munitions/hero-120/.
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Figure 1. Animage of the Lancet-3 drone taken from the ZALA Aero-Group website.*

Figure 2. The Lancet-3 drone being taken and deployed from its carrying case, in this image published
by Russian media.®

15 “L ancet-3,” Zala Aero Group, December 2023, https://zala-aero.com/en/production/bvs/zala-lancet-3/.
16 “Kamikaze drones ‘Privet-82’ began to be prepared for their first combat use in the Northern Military District
zone,” Moscow 24, June 2, 2023, https://www.m24.ru/news/politika/02062023/584093.

5|Page


https://zala-aero.com/en/production/bvs/zala-lancet-3/
https://www.m24.ru/news/politika/02062023/584093

7z e T S T

igure 3. A Lancet-3 drone being launched from a capult.17
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Figure 4. The four-tube launcher used to deploy the next generation Lancet drone, the Izdeliye-53.

7plexey Latyshev and Ekaterina Kiyko, “Silent killer: how Russian Lancet drones are used during SVO,” RT, June 3,
2023, https://russian.rt.com/russia/article/1157282-lancet-dron-perspektivy.
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Western Dependency

Open-source images and information of downed, captured, or destroyed Lancet-3 drones, some
of which are published by the Ukrainian Main Directorate of Intelligence and private individuals,
show an extensive dependence on Western and allied foreign commercially available parts for
critical components of its drone system. Very few of the components identified in open-source
information were Russian origin commodities. Table 1 below contains the overall component,
the sub-components identified, the sub-component description, the producer, and the country
where the manufacturer is based. These findings follow a trend in the design of Russian drone
systems. Previous Institute reports on the Russian Orlan-10 reconnaissance UAV and the
Russian/Iranian Shahed-136 kamikaze drone show a dependance on Western commaodities,
particularly U.S. electronic sub-components used in various electronic modules, such as
navigation, flight control, and anti-jamming and spoofing modules. Several of the identified
parts are sold through third-party distributors and resellers, and were found available for
purchase on Alibaba.com, a Chinese online wholesaler, which performs poor due vigilance of its
customers.

Based on the available information, the Lancet does not appear to have a dedicated module
devoted to defeating jamming or spoofing, such as the Iranian designed Nasir module in the
Shahed 136.1% However, the Lancet contains a GPS unit manufactured by U-Blox that does have
intrinsic anti-jamming and anti-spoofing capabilities, allowing it to continue receiving satellite
signals despite enemy jamming or spoofing systems. Future versions of the Lancet may include
dedicated anti-jamming equipment; however, these systems will likely also depend on Western
electronic components.

The only Russian component identified in the available images is the power source, utilizing
lithium-ion polymer (LiPo) batteries produced by AccumStation.'® Further, on ZALA-Aero
Group’s website, ZALA-Aero claims to produce the carbon fiber fabric composite airframe and
the camera at the head of the drone.

Lancet-3 Engine. Available imagery of an engine found in the Lancet-3 shows that it is an
electric motor produced by the Czech Republic based company, AXI Model Motors. The motor
appears to be a brushless AXI 5330 Gold Line electric motor, commonly used by model airplane
hobbyists.?° Russia has made a concerted effort to disguise the use of this motor and in some
available images, the AXI logo is taped over.?! The producer of the engine claimed that sale of

18 David Albright and Sarah Burkhard, “Electronics in the Shahed-136 Kamikaze Drone,” Institute for Science and
International Security, November 14, 2023, https://isis-online.org/isis-reports/detail/electronics-in-the-shahed-
136-kamikaze-drone.

1% “Trademark ACCUMSTATION,” List-org.com, December 2023, https://www.list-org.com/trademark/872246.

20 “AX| 5330/18 GOLD LINE V2,” AXI Modular Motors, December 2023,
https://www.modelmotors.cz/product/detail /265/.

21 “The Lancet drone can easily be confused with a bird,” GolosaGorodov: Voices of the Cities, August 31, 2023,
https://www.golosagorodov.info/army/world/bespilotnik-lantset-legko-sputat-s-ptitsey.html ; Philip Boyko, “An
engine from the Czech Republic was found in the Russian Lancet drone: the manufacturer has already taken
action,” Focus Media, August 3, 2023, https://focus.ua/digital/583396-v-rossiyskom-drone-lancet-nashli-dvigatel-
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the engine to Russia had ceased in 2022 and that the identified engine likely came from a third-
party supplier.

Lancet-3 Navigation System. An assessment on the Lancet-3 navigation systems, conducted by
Ukrainian Main Directorate of Intelligence, found the use of a U-Blox navigation module
compatible with GPS (American), Galileo (European), GLONASS (Russian), and BeiDou (Chinese)
satellite systems, equipped with anti-jamming and anti-spoofing capabilities.??> U-Blox
navigation products have been identified in other Russian and Iranian drone systems, such as
the Orlan-10 and the Shahed-136.

Lancet-3 Al Capabilities and Target Acquisition. The Lancet-3 is purported to have Al (artificial
intelligence) capabilities that enable advanced image and data processing for target acquisition.
A deconstruction of a Lancet drone found that it is equipped with the Jetson TX2, an advanced
and compact Al development module produced by the American company NVIDIA and utilizing
NVIDIA software.?® These modules have large processing and Al capabilities and are sought
after for their advanced and efficient design. Russian designers can program such NVIDIA
modules to enable a drone system to better identify potential targets, relay that information to
a ground operator, and facilitate an accurate strike.

Country Where
Company is

Overall Sub-Component Based

Component Identified Description Producer

Propulsion System |Brushless AXI 5530 AXI Model

Gold Line Electric Motor Motors Czech Republic

Data Processing /

Image processing

and target

acquisition/

autonomous

activity Jetson TX2 Al Data Processing NVIDIA USA

Battery Power;

possibly for

propulsion ASLP9759156 Lithium-ion battery AccumStation  Russia

Video AD9364BBCZ High-frequency amplifier Analog Devices USA

iz-chehii-proizvoditel-uzhe-prinyal-mery ; “Strike drone “Lancet”: a spear of the 21st century,” Rostec, August 30,
2019,

https://rostec.ru/news/udarnyy-bespilotnik-lantset-kope-xxi-veka/.

22 “METHODOLOGICAL RECOMMENDATIONS ‘ON ELECTRONIC COUNTERACTION TO UNMANNED AERIAL VEHICLES
‘LANCET,”” MAIN DIRECTORATE OF ELECTRONIC AND CYBER WARFARE OF THE GENERAL STAFF OF THE ARMED
FORCES OF UKRAINE, February 2023,
https://sprotyvg7.com.ua/wp-content/uploads/2023/03/EnektpoH_npotuaia BNNA G2 cnp.pdf.

2 “In Ukraine, they showed the filling of the trophy ‘Lancet’,” Militarnyi, March 19, 2023,
https://mil.in.ua/uk/news/v-ukrayini-pokazaly-nachynku-trofejnogo-lantseta/.
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Transmission

System TQP9111 RF Amplifier Qorvo USA
Lidar Range Finder I IVishay |
220-10L Capacitor Semiconductor USA
Telemetry System |XE12051074TRLF Transceiver Semtech USA
Broadcom /
ALM31122 High-frequency amplifier Avago USA
Video AD9364BBCZ High-frequency amplifier Analog Devices USA
Transmission
System TQP9111 RF Amplifier Qorvo USA
Camera HD video camera, I '
with two thermal
imaging cameras Z-
16E5VHD60- ZALA-Aero
IRA2/IRQ Camera (claimed) Russia
HD video camera Z- ZALA-Aero
16VHD60 Camera (claimed) Russia
HD video camera
with thermal
imaging camera Z- ZALA-Aero
16VHD20-IRA Camera (claimed) Russia
Guidance System || e3-m8s-0-10 GPS Satellite Navigation  U-Blox Switzerland
Other Unidentified three-driver/three-
Components receiver serial port
Found in Various |ADM3315E transceiver Analog Devices USA
Unspecified Parts
Broadcom /
ALM-31122 RF Amplifier Avago USA
Unidentified
Integrated Circuit -—-- Xilinx Zynq USA
S558-5999 Transformer Bel Fuse USA

Table 1. The components and several subcomponents for the Lancet-3 identified in open-source
materials reviewed by the Institute.

Recommendations, Pressure Points, and Sanctions Enforcement

The identified components produced by Western firms expose a supply chain vulnerability,
similar to the vulnerabilities identified in the supply chains for the Orlan-10 and the Shahed-
136. Some of the components may be exclusively manufactured by companies based in
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Western countries and this enables them to form a choke point. For example, the NVIDIA
modules are sought after commodities for their Al applications and advanced processing
capabilities, highly useful for autonomous target acquisition.

While it is a positive development that ZALA-Aero Group is now a sanctioned entity, other
Russian producers of drones are not, such as the JSC Alabuga company and its associated
companies such as Alabuga Development Company, which produce the Iranian Shahed-136
(also known as the Geran-2). Albatross LLC, which also utilizes an NVIDIA Jetson module,
produces the M5 drone at the Alabuga SEZ.?* Albatross LLC has been sanctioned, but this
action should be viewed as the first step towards sanctioning the entire drone production
complex Russia has established at Alabuga.?®

Further, it is crucial for the Western manufacturers listed above, and other manufactures
identified in earlier reports, by media, and governments, to expand their vigilance and due
diligence of the end users of the identified products, which necessarily requires them to
demand their distributors and shippers apply greater caution about end users. Too many
producers of goods identified as used in Russian and Iranian drone systems remain lackadaisical
about their products after delivering them to distributors and third-party resellers, which in
turn rarely exercise sufficient due diligence to ensure that these goods do not end up in a drone
used against Ukraine.

In addition, Western companies should exercise voluntary constraints. They should simplify
their supply chains and distribution networks. As stated in previous Institute reports, major
suppliers should stop using distributors to sell critical parts. Instead, the company and its
subsidiaries should sell them directly, which would allow for centralized internal compliance
systems to catch suspicious inquiries and for more thorough checks of declared end-uses and
end users.?® In addition, certain critical Western parts should not be exported to China, since it
is unwilling to implement controls on the onward export of Western electronic and other goods
known to be used in Russian military drones.

24 “On-board analytical module,” Albatross Aero, December 2023, https://alb.aero/catalog/poleznye-
nagruzki/cpetsializirovannye-moduli/bortovoy-analiticheskiy-modul/.

25“15 CFR Part 744,” DEPARTMENT OF COMMERCE: Bureau of Industry and Security, December 6, 2023,
https://public-inspection.federalregister.gov/2023-26935.pdf.

26 David Albright and Sarah Burkhard, “Electronics in the Shahed-136 Kamikaze Drone,” Institute for Science and
International Security, November 14, 2023, https://isis-online.org/isis-reports/detail/electronics-in-the-shahed-
136-kamikaze-drone.
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