i -

High Resolution Commerecial
Satellite Imagery as a

Nonproliferation Tool
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SatElllte Imagery — The Basics

- Why and How ISIS Uses Imagery "
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Examples
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Satellite

Reflected
Solar Radiation

Incident
Solar Radiation

Bare Soil P aved Built-up Area
Road

Data that are organized in a grid of columns and rows

Usually represents a geographical area
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Up to the late 90s: acquisition and use only for national
governments (that kept their capabilities and knowledge
classified and under extremely tight security controls).

GIS (Geographic Information System) data is now:

Free Purchasable
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Googleearth

Astrium is now @AIRBUS
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Satellite Imagery: From Corona (KH-4) to Commercial Comparison

US “Spy” Photo
(Declassified in 1995)
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Google Earth 25 October 2007
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Corona Photo, 25 September 1967
Source: http://www.nro.gov/coronal/cor-ab.html B
http://en.wikipedia.org/wiki/File:Corona pentagon.j (Dlgltal GIObe)

Frank V. Pabian, Strengthened IAEA Safeguards-Imagery Analysis: Geospatial Tools for Nonproliferation Analysis, Los Alamos National
Laboratory, June 22, 2012.
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Satellite Sensors:
Resolution and Availability
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Satellite Imagery Analysis

Satellite Imagery Analysis
and GIS Support to International Safeguards

Geospatial Products

Baseline/Update Report

Verify States' declarations

Support inspection activities = ’Y

Investigate possible undeciared activities

Conduct GIS analysis and generate geospatial products

Employ emerging methods of geospatial technology
Create and Update Site Plans

Nuclear Nenproliferation,
Safeguards, and Security
e nnatsmwen I , in the 215t Century




e ISIS started working regularly with commercial
satellite imagery in the late 1990’s.

Our first significant case involved the 1998

Pakistani nuclear test. Since then we have

regularly published imagery studies of nuclear
| programs in up to a dozen states (Iran, North

~ Korea, Sy ia, Ind|a and Paklstan)




ISIS Uses Satellite Imagery

i

e The use of satellite imagery is an important
component of the research and educational mission

of ISIS and other NGOs because it’s a powerful tool
for:

1. Public and Governmental Education

- 2. Public Awareness
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\/Commerual satellite imagery has opened an
important door to the public’s better
understanding of the nuclear programs of
proliferant states.

v Imagery of nuclear sites has increased
transparency and public awareness of the nuts
and bolts of nuclear proliferation and more
importantly the risks posed by it.

v ISIS imagery analy5|s has supported the findings




etter Analysis of Nuclear Weapons
Capabilities:

v/ Commercial satellite imagery can publicly reveal
sites that increase a proliferant state’s capability
to make plutonium or highly enriched uranium
for nuclear weapons.

mmerC|aI satelllte imagery allows for better

| estimates of p ro_||fera nt state current
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Digital Globe (USA) Wikimapia (GE layer) Panoramio (GE layer)

GeoEye (USA) Wikipedia Facebook
SPOT/PLEIADES (France) — ﬂ Twitter
IRIS (India) 5 a Arms Control Wonk
Radarsat (Canada 17¢ - Cl Youtube :
EROS ((Israel) ) Wikis ' . Flickr GE Community (GE layer)
Rapid Eye (Germany) \
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Open Source “Crowdsourcing” + Geospatial Tools = Global Transparency

* Exemplars are NOT meant to be viewed as exhaustive

. intelligenceonline

Frank V. Pabian, Strengthened IAEA Safeguards-Imagery Analysis: Geospatial Tools for Nonproliferation Analysis, Los Alamos National
Laboratory, June 22, 2012.
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Purc 's'i'ng the Satellite Image alone is NOT
enough!

rder to extract information you need
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Processing and Manipulations

Gives You...







magery Analysis

* Co )mercial satellite imagery, by itself, is nothing more than a
compendium of “Raw Data” in the form of pixels. This is of
little use without the addition of “Interpretation” and
“Analysis”.

Imagery analysis is the process of deriving labels and

determining their significance, both of which add value to the
raw data. Usually, you can find a nuclear site using one of two
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Example of Direct Recognition

Chashma, Pakistan, December 14, 2013
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ion can also be described as enlisting the
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e 1. Size: awareness of the scale of the imagery (for TRUE sizes)
Shape: Physical characteristics of the objects
Shadows: careful of sun angle!
Shade: the tonal brightness and contrast
Surrounding Objects: context
) © Butthat’s NOT all!
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Gaseous Diffusion
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Piles of ore and tailings,
large ore trucks

No signatures different
from chemical plant

Low requirements for
electricity and water

High power demand, high
voltage supply lines, switch
yards, cooling towers, heat
generation

High power demand, local
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Imaer Expertise + Nuclear Expertise

Successful
Use of
Imagery
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Seek Nuclear
Experts if Needed

Analysis by General
Imagery Analysts

Acquires Imagery

Seeks General
Imagery Analysts if
Needed

Analysis by Nuclear
Experts

Acquires Imagery




General Nuclear Fuel Cycle Knowledge

History of Each Nation’s Nuclear Program

i Each Nation’s Nuclear Trading Schemes _
i Illicit Nuclear Procurements _
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Mistakes Do Happen

FORT ——y, MISSILES
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Lake
Rezazza

| 2
Bomb site ’ \
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Alleged Iraqi nuclear test site was claimed to
have been located, but the site is nothing but a
dry wadi that was cross-diked for water

retention in plowed farm plots using water from
adjacent springs
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http://www.globalsecurity.org/wmd/library/news/iraq/2001/stirevnws0101 5.htm




Reactor?
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Beware of Imagery Data Manipulation
(aka: “Fauxtography”) as It Can
Lead to Erroneous Conclusions!

i =00
Comparison slide as taken directly from IAEA
Inspector Dr. Abushady’s briefing on Egyptian
National Television that claimed to be “To
Scale,” and therefore “Proved” that the Al Kibar
facility was not comparable to the reactor at
Yongbyon
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Reactor Image Comparison that is
“TO SCALE”

(Left image re-scaled to match right image vertically and

horizontally)

(Compare with Dr. Abushady’s slide)
The reactor hall building at Yongbyon is a little more than
twice as tall as the Al Kibar Building (~45 meters versus
~20 meters high as measured from ground level), BUT at
Al Kibar the reactor was entirely below grade (vice above
ground at Yongbyon) and likely had a basement depth of
at least 16 meters*, providing a total height of at least 36
meters or no more than 9meters less than the Yongbyon
reactor hall. This comparison shows that all the
dimensions of Al Kibar are slightly less than, but
nonetheless still proportional to, those of the Yongbyon
reactor hall.
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Generalized Reactor Schematic Yongbyon, DPRK
Comparison to lllustrate Basis for G2 VETERS wida (leactor hab)_
Outward Dissimilarities
1) Yongbyon reactor above ground
2) Al Kibar Reactor below ground

Al Kibar, Syria
45 METERS wide (outer facade)
22 METERS wide (inner reactor hall)
>

-
~45
meters
tall

Ground
Level

Adapted from: http://solar-photon.com/images/CalderA.pdf
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Original Image Un-““Photoshopped”

http://thelede.blogs.nytimes.com/2008/07/10/in-an-iranian-image-a-

July 2008 Iranian missile launch was “Photoshopped”™

http://thelede.blogs.nytimes.com/2008/07/10/in-an-iranian-image-a-

Frank V. Pabian, Strengthened IAEA Safeguards-Imagery Analysis: Geospatial Tools for Nonproliferation Analysis, Los Alamos National
Laboratory, June 22, 2012.



’ Why Stop at Just Four?

http://www.armscontrolwonk.com/1955/missile-palooza










Before and After
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Security
Perimeter

Image Credit: Digital Globe - ISIS
Image Date: December 21, 2013

Not for use without Digital Globe licensing







_ Image Credit: Digital Globe - ISIS

| \.oe- Image Date: February 28, 2011
"::‘-..-._ ¢ m Not for use without Digital Globe licensing
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Image Credit: Digital Globe-ISIS
Image Date: April 7, 2014

Not for use without Digital Globe Licensing
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Image Credit: Digital Globe - ISIS
Image Date: November 1, 2013
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Image Credit: Digital Globe-ISIS A Tunnel Entrances South Portal
Image Date: April 23, 2014 '
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Image Credit: Digital Globe-ISIS Tunnel Entrances South Portal

Image Date: April 25, 2014

Not for use without Digital Globe licensing
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Image Credit: Digital Globe-ISIS Containers e rurne! Entrances B south portal
Image Date: April 29, 2014 &
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Composite of Syrian suspect site and Yongbyon 5 MW

Suspect Site, Syria Yongbyon 5 MW

Image Credit: DigitalGlobe - ISIS .
Image Date: 10 August 2007







Image Cred: DigtalGioke - SIS
Image Date: June 9, 2003
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Image Date: April 17, 2014

BARC, DRDO, Image Credit: Airbus-ISIS
ISRO, IISC, Not for use witho
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Airbus license
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